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void lock() {

intmytirn = 13 void unlock() {
it valile = 1:
asm volatile (

"lock xaddl %0, %1"
asm volatile ( "+r" (value),

"lock xaddl %0, %1" "+m" (flag.turn)

s 't dmytuenl) o Camtt o Tlag.ticket) :

: i memory s, S ec
= 'memoryl, ec’ ] ;

s

while (flag.turn !'= myturn)

o
’

flag.ticketflIflag.turn IAREREHHEEL? B
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 type _ sync_fetch_and_add (type *ptr, type value)

 bool _sync_bool_compare_and_swap (type *ptr, type oldval type newval)
 type _ sync_lock_test_and_set (type *ptr, type value)

e void _ sync_lock_release (type *ptr)

» https://gcc.gnu.org/onlinedocs/gcc/ 005f 005fsync-Builtins.html

» https://gcc.gnu.org/onlinedocs/gcc/ 005f 005fatomic-Builtins.html

o {[FAHGCCIANZXRE R URmE ] UBFEEN“EF"12E, MAT R EX86



https://gcc.gnu.org/onlinedocs/gcc/_005f_005fsync-Builtins.html
https://gcc.gnu.org/onlinedocs/gcc/_005f_005fatomic-Builtins.html
https://godbolt.org/
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void lock(): typedet

vioid unlockt):

RUE B RRRYZFZ St ]

struct 4

Filock it
voild leckllock t xlk):
void unlock(lock t x1k);

k1

[

k2




¥y EERESIREn
f".«,,._,.;’: School qf ﬂnw[ﬁ'gent S(j:rware and fngineering ‘ ‘ I

&8 A B £

» BIZBINBIEBSEMADE: NS FrEmNDl (MmAEER/HII—EXD)
AT T R TR 1F

void lock(lock_t *flag) {
int myturn = 1;

//atomic fetch-and-add void unlock(lock_t *xflag) {

//equal to myturn = _ sync_fetch_and add (&flag.ticket, 1); Pl sainln
// ¥1p0%flag. ticket, HiR[Elflag. ticketf9“|B"{ELZEmyturn SR e :
asm volatile ( "lock xaddl %@, SERL

"lock xaddl %0, %1"

ek (mytuen ) o ams (flag>Tieket) ARl

"+m" (flag—>turn)
: Ilmemoryll’ IICCII
s :
while (flag—>turn != myturn) } .
ol spin

: Ilmemoryll’ IICCII
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T1l: spin_lock(&1lk); sum++; spin_unlock(&1lk);
T2: spin_lock(&lk); sum++; spin_unlock(&lKk);
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void spin_lock(spinlock_ t *x1k) {
// Disable interrupts to avoid deadlock.
push _off();
// This 1s a deadlock.
if (holding(1lk)) <
panic("acquire %s'", lk—>name);
}

// This our main body of spin locKk.
LR QO
g0 4

got = atomic_xchg(&lk—>status, LOCKED);

} while (got !'= UNLOCKED);
Lk—>cpu = mycpu;

void spin_unlock(spinlock_t x1lk) <
it {lholdingllk)) 3
panic("release %s", lk—->name);
I

lk—=cpu = NULL;
atomic_xchg(&lk->status, UNLOCKED);
pop_off();

typedef struct {
const char *xname;
int status;
struct cpu skCpu;
} spinlock_t;
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void pop_off(void) {
void push_off(void) { STruct cpu xCc = mycpu,

int old = ienabled(): if (ienabled()) {
panic("pop_off - interruptible");

struct cpu *c = mycpu; }
1f le==nolf = 1)

panic("pop_off");

iset(false): +
c==nokk — 1:
if e >noft = 0). if (c—>noff == @ && c—>intena) {
c—>intena = old; iset(true);
I3 s
c->noff += 1: s
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void yield lock(spinlock_t *1k) {
while (xchg(&lk->1locked, 1)) {

syscall(SYS_yield);
}
}
void yield_unlock(spinlock_t x1k) {
xchg (&lk—>1locked, 0);
I
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mutex_unlock(&Ik): #2n, MRFFXAIATIEREIZMAIB RS EA
EFRE—REE, [FHTMMES (ready) , MXTHFREFBATIMIBEE, FHEAN
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void mutex_lock(spinlock_tx 1k) {

ik gok; void mutex_unlock(spinlock_t* 1k) {
do+ _ atomic_xchg(lk->status, UNLOCKED);
got(= at?mlﬁﬁiggﬁ§}k_>5tatus' LOCKED) ; if (lis_empty(lk—>wait_ list)){
L kgot = SR Tl g — Nt ':';.';J |, MRiENFNZ
[/ ESREEIMAFSING, FiricHfEZE, Fhlcpu \,/\/;k%etl B)(\fi—f\?\/a it ’A-Z—Lizjf ) fMyJ’ il
wait(lk—>wait list); 1 i 7 :
telseq I
break;
}

F owhile (1)
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Thread 2

atomic xchg(&lk->status, UNLOCKED) ;
if ('is empty(lk->wait list)) {
wakeup (lk->wait list) ;
}
BT F 5T B %72, wakeupZEXK!
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Linux Futex (“Fast Userspace muTEX”) syscalls

» Linuxigfft YA N TR
> futex wait(int *address, int expected)

- BHt/EFRtestlttBdaddressig[@V BN ERFNERSIESE, BEAS
IGRFEMAZE, BNZEMREIZGABFZ&IE, [FEAIAIISHE X =11 lock!

> futex wake(int *address)

- MR — 1P iFaddressIE @BV HIAY & TE
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#define UNLOCK 0
#define ONE_HOLD 1
#define WAITERS 2

void mutex _unlock(spinlock_tx 1k){

//state can only be ONE_HOLD or WAITERS
if(atomic_dec(1lk) !'= ONE_HOLD){
//has more than one waiters

lk = UNLOCK:
futex wake(1k);
telseq

//No Waiters!
return; //the fast path unlock!

void mutex_lock(spinlock_t*x 1k) {

//return old value of state,

//and 1f lk == UNLOCK, set state = ONE_HOLD — uncontested!
it € = cmpxchyg Clk, UNEOCK, ONE HOLDY):

if (c !'= UNLOCK){
//previous state is either ONE_HOLD or WAITERS
do {
1 e == WALLEERS

f L previous state 1sceithners ONE HOLD
// now 1t has one more walter!
// AND 1t 1s possible the lock 1s released now!
[lccempxehg L, "ONE HOLD:;, WAITERS) = 0)
futex wait (1lk, WAITERS);

}

---------------

while ((c = cmpxchg (lk, UNLOCK, iWAITERS))!= 0);

B e e S T
elsed \
return; //the fast path lock! 55
b VERY TRICKY!


https://dept-info.labri.fr/~denis/Enseignement/2008-IR/Articles/01-futex.pdf
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> mutex_lock R EN R SEINTHEIKET S 1X[E]

- FREKHNEXERESBKEFINENT, MEMFSXELESBKEFNIEN
2, X{ESRIREFDIIINMIEMEZEATUFEIRRX, RERSIELRIETR
T EFR XA mutex_unlockZr 3 1kix H0:  X{RUE T _EHiRYIERR S !

> ETINEIZEER R IREE, Ry REBEFSINEIEEWait, ABALRIIK—ERN
2! Tunlockii—E SR ENFITAZIZMRES |

> HFunlockiXZifEwake_up ZBiFctglkiz N0, Ht EARBMEAET LiAEK
wakeupHOIAE, HTfutex waith4F1, IBPEIZEIEAfutex waitlii= &I
KEVEEZ 7, RELtASIREE!
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> X T HMERER ZHIRYspinlock= BINRE! RAAEANEEARZ, A=
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» Fast Path: BiE— /X
- —RRFIEL, RRINBEEFAANIEFREX
» Slow Path: BgL W

- IZBRIERFARZIEA futex_wait, fHEBES

B futexB B ST - Futexes are tricky by Ulrich Drepper, LWN: A futex overview and update



https://cis.temple.edu/~giorgio/cis307/readings/futex.pdf
https://lwn.net/Articles/360699/
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» pthread mutex lock3LI 7 AT K(IE Z %2 FIE MRABERIFEFEVIE

BE), {ERAAEMBEREDI—N, KE7IER N (EERERGZNER) {£H
=GR

#include <pthread.h>

pthread mutex t mutex;
int pthread_mutex_init(pthread_mutex_t xrestrict mutex, NULL);
int pthread_mutex_destroy(pthread_mutex_t xmutex);

int pthread_mutex_lock(pthread mutex_t sxmutex);
int pthread_mutex_unlock(pthread mutex_ t xmutex);



& School of Intelligent Software and Engineering

BEEMHS TIEF e ‘ ‘ I

R B LE 1



= BeES TR
) ntelligent So (7

< Scﬁoo[qfﬂ te

T2 (thread-safe) LB 214

. BIRR S MRS IER— NIRRT IR 2N B A 2 A0 ]
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o« BRRXHFRIBIR G — R B JFEA AR M BEFMA RS AT L1l (—Hsk
Z1E)

. REEAMEUE: —IEAH! (OneBig Lock) ! FRAEIHOE LT (EfrL, B
HERILINnUXm 21X A 89, Big Kernel Lock (BKL) , @&, IEf@! )

> (BEZ AR, PIRERISAIEREMR N
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e NAER—TARATFHAREIEIAOINEUELSMcounter t, HEXZFFAIRIEA
increment. decrementilget H T2 G FRHIRNRIP, HULtEE%%IE

rm AN
ZEH
void increment(counter t *c) {
Pthread mutex_lock(&c—>1lock);
c—>Vvalue++;
typedel struct . counter t .1 Pthread_mutex_unlock(&c—>1lock);
Nt value: 1
pthread_mutex_t lock; void decrement(counter_t xc) {
} counter_t; Pthread_mutex_lock(&c—>1lock);
e o c—>value—-;
void init(counter_t xc) { Pthread_mutex_unlock(&c—>1ock);
c—>value = 0; +
Pthread_mutex_init(&c—>1lock, NULL); int get(counter_t *c) {
I3 Pthread mutex_ lock(&c—>1lock);

Tt e = e—> vatles
Pthread mutex_unlock(&c—>1lock);
return rc;
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» § 1 CPU%IEF—" " Aithicounter, FRECPUXEZE—"1 2 Fcounter
AN

> ZANHEYcounter REEARIMAN— T EIRIF (per cpu) , EF/Mcounteriflo]FZE —1TERBAIAKI

> ZANHbRYcounterr] DLikiEE T —ExBT 8] (MAER®R) HITEMEH/Acounter, MIMIEINFF &,

Mt

I L, L. L, G
i ) 5 5 o
1 1 L 0
2 2 1 0
3 0 3 2 0
4 1 3 3 0
50 1 3 4 5 (from L)
0 2 4 5—0 10 (from L)
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Concurrent programs AP&

Kernel implements some concurrency primitives

hardware-provided low-level atomic instructions
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AANBPASHEBEREA— T wait-wakeupf/Fi1E, 1FFARISCINEFEAEEE!
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